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AHHOTAIHSA. Jannas CTaThs MOCBSIICHA HCCIICIOBAaHUIO CHCTEM
KPUMHUHOJIOTUYCCKUX W IIPaBOBBIX MCP HpOTHBOI[efICTBPIH MOIICHHUYCCTBY B CCTU
Wutepner. B cratbe, Ha OCHOBE W3yYeHUS W  aHalM3a BO3HUKHOBCHHS
KHOSPMOIIICHHIYECTBA, chopMupoBaHa cucrema Mep MPOTUBOICHCTBUS
paccMaTpuBaEMOMY TMPECTYIUICHHIO (Mephl pa3/iejieHbl Ha KPUMHHOJOTHYECKUE H
MIPABOBHIE); BBIJCJIICHO JIBA OCHOBHBIX O0OBEKTA TIO3HAHUS B paMKaxX MCCIICIOBAHUS CIIOCO0a
COBEpILEHHSI KUOCPMOIICHHUYECTBA; B MEJSIX IMPEIYNPESKACHUS KHOESPMOIICHHHYECTBA
npemioxxeHa Hanmonansuas Ctparerus kuOepoe3onacHocTH. JlaHHasi CTpaTerus J0JbKHA
OBITh HAIIPABJICHA HA CJICIYIONIUE KIFOUYCBBIC TYHKTHI:

- bopb0a ¢ aHOHUMHOCTBIO;

- 3aKOHOTBOpYECKast eSITeIbHOCTh B JAHHOM 00J1aCTH;

- COTPYAHHUYCCTBO C HHOCTPAHHBIMHU I'OCyAapCTBaAMU,

- obecrnieueHre OE30MacCHOCTH B KHOEPIIPOCTPAHCTBE;

- CO3JaHUC U BHCAPCHUC HOBBIX ITPABOOXPAHUCIIBHBIX OPTaHOB;

- IOBBIIICHUE IU(DPOBOIT IPAMOTHOCTH OOIIECTBA;

- CO3JAHUC MHCTPYKIUHU IO MPEAYIPCIKACHUIO BUKTUMHOI'O ITIOBECACHU B I/IHTepHCTe.

KawueBble ciaoBa: KPUMUHOJOTHS, KHOEPMOIICHHUYECTBO, HH(OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHOE MOIIEHHUYECTBO, TPOTHUBOJCHCTBUE, CIOCO0 COBEpIICHUS,
KHOEpIPOCTPAHCTBO, KUOEPOE30IIaCHOCTh, COTPYAHUUYECTBO.

B Hacrosmee Bpems B Poccum IpOHMCXOOUT  CTAHOBIEHHE HOBOTO  —
MH(OPMALIMOHHOTO OOIIECTBA, YTO XapaKTEpU3YeTCs B3PHIBHBIM POCTOM M Pa3BUTHEM
cdepsl nH(POPMAIMOHHO-TEJIEKOMMYHUKALMOHHBIX yciyr. KomudecTBo mosb3oBaTeneit
cmapTdoHamMH, IUIAHLIETaAMH, MEPCOHAIbHBIMUA KOMIIBIOTEPAMU U HOYTOYKamMH BBIPOCIIO
BJIBOE 110 CPAaBHEHHIO C MPEABIAYIIHM roaoM [1].

BcenenctBue BAMSHUS W B3aUMOJICHCTBUS JAHHBIX IPOLECCOB, HM3MEHWIACh H
npecTynHocTh. Tak, Hanmpumep, rio0anu3anus HaceleHUs IpHBela K BO3HUKHOBEHHUIO
TAaKOr0 HEraTWBHOI'O MOCJEACTBUS, KaK MOILIEHHUYECTBO B ceTu MHTepHeT. B HacTosiee
BpeMs paccMaTpUBaeMoe MpecTyIIeHne Npruodpeno HeoOpaTUMBIN XapakTep, MOLIEHHUKH
CTaJll TMPAKTUYECKH HEyJNoBUMBL. Ha Ham B3MIsiA, 3TO CBA3aHO € KOJIOCCATBHBIM
BHEJJPEHNEM HAay4yHO-TEXHUYECKOIO IpOrpecca B IOBCEIHEBHYIO XXHU3Hb, KOTOPBIH, IO
CYTH, ¥ TO3BOJISIET MOLIIEHHUKAM Pealn30BbIBaTh IPOTUBONPABHBIE IESTHUS.

W3yuuB M npoaHaIM3MPOBAaB BO3HMKHOBEHHE KuOepMomieHHMYecTBa B Poccum u
COCETHUX  CTpaHax, HaMu copMHpoBaHa cHCTeMa Mep  NPOTUBOJACHCTBUS
paccMaTpuBaEMOMY IPECTYILIEHUIO:

o BBISABJICHUC, ocJiadienue u HeﬁTpanmaumI MpUYIUH OHHaﬁH-MOmeHHquCTBa;

. BBISIBJIEHME MOTHUBHUPYIOIIMX  (aKTOpOB, MOOYXKIAIOMUX K  COBEPUICHHUIO
MPECTYIUICHUS,

. YCTAaHOBJICHHE JUI, OOJAJalONMX TIOBBIIICHHBIM KPUMHHAIBHBIM — PUCKOM.
Oka3aHue BO3JEHCTBUS C LETbI0 CHUKEHHS! YCTAaHOBJIEHHOTO PHUCKA;

. YCTaHOBJICHHE JIMI[ TIO TICUXOJOTUYECKUM (PakTopaMm, YKa3bIBAIOIMIMM Ha HUX

CIOCOOHOCTh  COBEpINATh MPECTYIUIGHUST U COOTBETCTBYIOIIEE KOPPEKTUPYIOIIEEe
BO3/IeHiCTBHUE Ha HUX [2, ¢. 47-51].

PaccmoTpeHHBIE Mephl MOXHO Ppa3leNIuTh 10 CIIOCOOY TNPOTUBOJICHCTBHS Ha
KPUMHHOJIOTHYECKHE U MTPaBoBbIe. [lepBble HampaBiieHbl Ha MPOTHUBOICHCTBHE OCHOBHBIM
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JeTepMUHAHTaM  KHOEPMOIIEHHUYECTBA:  AHOHUMHOCTb,  JIKCTEPPUTOPHAIBHOCTD,
OTCYTCTBHE 3HaHWUW 00 wuHpopMannoHHON Oe3omacHOocTH. B  mM3ydaeMbIx Mepax
COZCPIKUTCS PAJ MPEATIOKECHUN U TIPEANTMCAHUN TI0 TPOPHIIAKTUKE ¥ COBEPIICHCTBOBAHUIO
MHGOPMALIMOHHON 0e30MacHOCTH U MHGOPMALMOHHBIX TEXHOJOIMH. 3ajaya MpaBOBBIX
Mep — BBIIBJKEHUE U pean3anus MpeaioKeHNM, HalIPaBJIEHHBIX Ha COBEPILIEHCTBOBAaHUE
JeUCTBYIOLIETO 3aKOHO1AaTENIbCTBA 00 OTBETCTBEHHOCTH 3a COBEPIIEHUE MOIIEHHUYECTBA B
cdepe nHHOPMATMOHHO-TEIICKOMMYHUKAITUOHHBIX TEXHOIOTHA.

Hamu npensoxeHo B UcClieIOBaHUM CIIOCOOa COBEPLICHUsI MOLLIEHHUYECTBA B chepe
MH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ TEXHOJOTHHA BBIACTUTH JIBA OCHOBHBIX
00bEKTa MO3HAHMs, & MMEHHO: MOIIEHHHYECTBO, COBEPILIAEMOE IyTeM BO3JCHCTBUSA Ha
JUIO, ¥ MOILICHHUYECTBO, COBEPIIAEMOE MOCPEJCTBOM BO3ACHUCTBUS Ha 00OpYIOBaHUE.
Mepbl NPOTUBOJACHCTBUS MOMKHO TakXe pa3feiuTh Ha COLUAIbHBIE UM TEXHUYECKHE.
CylHOCTh  COLMANbHBIX 3aKIOYaeTcd B MX  HANpPaBIEHHOCTH HA  pa3BUTHE
MHGOPMALIMOHHOM TI'PaMOTHOCTH HaceleHMs. 3ajadya TEeXHUYECKUX Mep — BHEJpEHHe
WHPOPMAIIMOHHBIX  TEXHOJOTMH B JKM3Hb OOmIecTBa, aHalIM3 U pa3paboTka
AQHTULINHMOHCKOIO M AHTHBMPYCHOIO  MPOrpaMMHOro oOecreyeHus, Ooppba ¢
QHOHUMHOCTBIO.

Kak ormeuaer M.A. IlpoctocepaoB, OTCYTCTBHE YETKO ONPEAEICHHBIX MHTEPHET-
IpaHULl CO3JAaeT psAJ TPYAHOCTEH B IPHUBICUYEHUU BHUHOBHBIX K COOTBETCTBYIOLIECH
OTBETCTBEHHOCTH, M  E€AMHCTBEHHOE  pelleHHe  MpoOJieMbl  TPAaHCTPAHUYHOCTHU
KHOepHpecTyIICHUN — MEXIyHApOIHOE COTPYAHUUYECTBO [3, c. 174].

[Ipoananu3upoBaB COINIALIEHUS O COTPYIHUYECTBE FOCYJapCTB, HAMHU YCTaHOBJIEHO,
yro Poccusi mpuHUMaeT yyacTue B MEXIYHApOAHBIX COTpyIHHYECTBax 1o 6oprde ¢ IT-
MolIeHHUYecTBOM. OJTHAaKO Takue COTPYJHMYECTBA BBICTYNAIOT JIMIIb IEPBBIM 3TAlloM B
IIPOTUBOACUCTBUM  pacCMaTpUBAEMOMY SIBJIEHHIO, Ha KOTOPOM YCTaHaBJIMBAIOTCS
OCHOBHBIE ITpaBUJIa IPOTUBOICHCTBHUS.

M.A. IlpocrocepioB B CBOEM JHMCCEPTALlMOHHOM MCCIIEIOBAHUM IIPEAJIaracTt
ONpeNeNIUTh  CIEAYIOIIMNA  3Talm  NPOTHUBOAEHCTBHMS  IpPECTYIUIGHHsSM B cdepe
KOMMYHMKAIIMOHHBIX TexHonorul — mnpusstue Koueenuumum OOH, xortopas noikHa
COCTOATh M3 JBYX 4acTeil. B mepBoii yacTu OH cuMTaeT HeOOXOAUMBIM JaTh OIpEeIICHUE
KHOepHnpecTyIIeHUIO U KHOenpocTpaHCTBY. Bo BTOpoil yacTu — onpenenuTb U yCTAHOBUTh
CHUCTeMYy Mep MPOTHUBOAEHCTBHUS TPAHCIPAHUYHOMY XapakTepy KHUOemnpecTyIIeHHH,
OTIPEACTUTh OCHOBBI MEXIYHApOJHOIO COTpyAHWYECTBA. MBI cuMTaeMm, 4TO MO3UIMS
aBTOpa HMMEET pallMOHAJIBLHO 3€pHO, HO B HAIlleM cilyyae, UMeeTcs HeoOXOAUMOCTh B
MMOHUMAaHUU ONpEJENIeHNUs KUOEPMOILIEHHUYECTBA U, COOTBETCTBEHHO, pa3pabOTKU Mep
NPOTHBOJCHCTBUS HCKOMOMY SIBJICHHIO. TakXke TMpeJICTaBIsAeTCs, YTO MOJOKEHMS
npenaoxxkeHHo KOHBEHIIMM He MOJKHBI HapyllaTh HE3aBUCUMOCTb TOCYIAapCTB U HX
3aKOHHBIE MHTEPECHI, a MEpPbl MPOTHUBOAEHCTBHS JOJKHBI 3aIIMLIATh MpaBa U CBOOOJIBI
rpaXxaaH.

OcHOBBIBasiCh Ha COOpaHHOM SMIIMPUYECKOM MaTrepuane |  IPOBEAECHHOM
UCCIIETIOBAaHUH, MOXHO CJIeNaTh BBIBOJ, YTO OTEYECTBEHHBIH 3aKOHOAATENIb HE YIEJseT
COOTBETCTBYIOLIIETO BHHUMaHHUS MpoTuBojeiicTBuio IT-momennndyectBy. Hekoropsie
cyumectByomue crtatbi YK P® cocTaBieHbl HEKOPPEKTHO U TpeOYyIOT CpPOYHOTrO
OIEPALMOHHOT0 BMEIIATeIbCTBA. TaKkKe Mbl CUMTAEM, YTO BBHJY IIOCTOSTHHOTO IIporpecca
U TIOSIBJIEHUS HOBBIX MOHSTHM, HEOOXOAMMO COIJlacoBaTh C APYrMMH (eaepaibHbIMU
opraHamMM BHeceHMe u3MeHeHHd B DenepanbHblii  3akoH «O0  uH(bOpMaIMH,
MH(OPMALIMOHHBIX TEXHOJIOTMH M 3aluTe WHGOPMAILMK»; 3aKOHOAATEIbHO 3aKPEHUTh
orpeJieieHue KUOEPMOIIEHHUYECTBA M KHOEMPOCTPAHCTBA, PACHPOCTPAaHUB HA HEro
nevictBue naHuoro denepanbHoOro 3akona [4].

I'oBopss W KpUMHHOJNOTMYECKMX Mepax B Poccum B 1ensx mnpeaynpexaeHus
KHOEpMOLIEHHUYECTBA, UMeeTCs Heo0XoIuMOoCTh B npuHATHH HaunonanbHoit Ctpareruu
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kubepoOesonacHoctu [5, c¢. 213]. JlanHast cTpaTerusi HOJDKHA OBITh HampaBieHAa Ha
CIIETYIOIIUE KITFOYEBbIC MyHKTHI:

o 00prOa ¢ aHOHUMHOCTHIO;

o 3aKOHOTBOpYECKAs JCSITeIbHOCTh B JAHHOM 00J1aCTH;

o COTPYZIHUYECTBO C HHOCTPAaHHBIMU rOCYIapCTBAMU;

. obecrieueHre 6€30MacCHOCTH B KHOEPIIPOCTPAHCTBE;

o CO3JIaHKE U BHEJIPCHUE HOBBIX MPABOOXPAHUEIBHBIX OPTaHOB;

o MOBBIIIEHUE U(POBOI IPAMOTHOCTH OOIIECTBA;

o CO3lIaHME WHCTPYKIUU 10 TPEAYNPESKICHUIO BUKTUMHOIO TIOBEACHUS B
WNHurepHere.
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Abstract. This article is devoted to the study of systems of criminological and legal
measures to combat fraud on the Internet. In the article, based on the study and analysis of
the occurrence of cyber fraud, a system of measures to counter the crime in question is
formed; division of measures into criminological and legal; identified two main objects of
knowledge in the study of the way of committing cyber fraud; in order to prevent cyber
fraud, a National Cyber Security Strategy has been proposed. This strategy should focus on
the following key points:

- fight against anonymity;

- legislative activity in this area;

- cooperation with foreign states;

- ensuring security in cyberspace;

- creation and implementation of new law enforcement agencies;

- increasing the digital literacy of society;

- creation of instructions for the prevention of victim behavior on the Internet.

Keywords: criminology, cyber fraud, information and telecommunications fraud,
counteraction, method of committing, cyberspace, cyber security, cooperation.
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